How to perfectly manage user access
for Google Ads accounts

Last Updated / Reviewed: Jan 10th, 2023
Execution Time: ~5 min to grant/request access

Goal: To properly and securely assign and revoke employees, freelancers, and
partners access to your Google Ads accounts.

Ideal Outcome: You have full control over who has access to your Google Ads
accounts, and have successfully assigned or revoked access to your employees or

partners.

Prerequisites or requirements:
e You need a Google Account;

Why this is important: If your Google Ads accounts aren’t properly accounted for and
managed, you can easily lose track who has access to what.

Where this is done: In the Google Ads platform.

When this is done: Every time you want to grant, request, or revoke access to your
Google Ads or Google Ads Manager accounts.

Who does this: The person responsible for managing access to Google Ads Accounts.




© Understand user-access levels
1) Google Ads account access levels:

a) Email only - This user will not be able to sign in to your Google Ads
account.
i) E.g: If you want to share your Google Ads reports and alerts with
your other teammates without allowing them to actually access the
Ad Account.
b) Read-only - This user can sign in to your account, browse your
dashboard, campaigns, and assign read-only access to other users.
i) E.g: If you want to share your Google Ads data with your Content or
SEO team but do not want to allow them to make changes.
¢) Standard - This user can perform almost all the actions that an
Administrator can except for managing access levels.
i) E.g: If you want to have an employee work on your Ad account,
managing your campaigns;
d) Administrative - This is the highest user-access level Google Ads has to
offer. Only assign this level to people you absolutely trust.
i) E.g: If you want to give access to your company’s Google Ads
account to a business partner.

Account Access level Email- Read- Standard Administrative
only only

Can receive notification emails and reports v v v v

Can sign in and run reports v v v

Can browse the Campaigns page, Recommendations v v v

page, Tools page, and Account settings

Can grant email-only access v v v
Can edit any part of an account and its campaigns v v
Can give account access, change access levels, and v

cancel invitations from other users

Can accept and reject manager account link requests v
Can unlink manager accounts v
Can review each user's authentication method and last v

login time



2) Google Ads Manager user access levels:

a) Email only - This user will not be able to sign in to your Google Ads
Manager account.
i) E.g: If you want to share your Google Ads reports and alerts with
your other teammates without allowing them to actually access the
Ad Account.

b) Read-only - This user can sign in to your account, browse your
dashboard, campaigns, and assign read-only access to other users.
i)  E.g: If you want to share your Google Ads data with your Content or
SEO team but do not want to allow them to make changes.

c¢) Standard - This user can perform almost all the actions that an
Administrator can except for managing access levels both on your Ads
Manager account and within the managed accounts.
i)  E.g: If you want to have an employee work on your Ad account,
managing your campaigns;

d) Administrative - This is the highest user-access level Google Ads has to
offer. Only assign this level to people you absolutely trust.

Depending on whether the Ads Manager account is an Administrative
owner of the managed accounts this user might also be able to
downgrade other Administrators in the managed accounts or assign new
Administrators.

i) E.g: If you want to give access to your company’s Google Ads
account to a business partner.



Access level for
manager
account user

What the manager account
user can do in the manager
account

What the manager account user can do in linked
managed accounts

Administrative
access

Link existing accounts and
create new linked accounts

Accept and decline link
requests

« Unlink other manager
accounts and individual
Google Ads accounts

Invite users

Cancel invitations sent by
other users with access to
the account

« Remove a user

= Change access levels for
users

If the manager account isn't an administrative
owner, a user with administrative access can:

Invite users with "Standard,’ "Read only," or "Email
only" access levels

View, edit, and manage any part of linked
accounts and campaigns

Change user access from "Standard” to "Read
only"

Change user access from "Read only" to
"Standard"

Receive notification emails for linked accounts
Receive emailed reports, if added to email list

In addition to the above, if the manager account is
an administrative owner, a user with administrative
access can:

Invite users with "Administrative” access

Change user access from "Administrative” to
"Standard" or "Read only"

Change user access from "Read only" or
"Standard" to "Administrative"

Grant another manager account administrative
ownership
Remove administrative ownership

Accept and decline link requests from other
manager accounts

Unlink another manager account
Turn remarketing list sharing on and off

Standard Browse the manager account « View, edit, and manage any part of linked
access accounts and campaigns

« Sign in and run reports for linked accounts

= Receive notification emails for linked accounts

« Receive emailed reports, if added to email list
Read only Browse the manager account « View, sign in, and run reports for linked accounts
Bccess « Receive notification emails for linked accounts

« Receive emailed reports, if added to email list
Email only Receive notification emails for - Receive notification emails for linked accounts
access manager account

Receive emailed reports, if added to email list




] Designing the best account structure for your
organization

Before we start, you need to understand what'’s the difference between a Google
Ads Manager Account (formerly known as MCC Account), a Google Ads
Account, and a Google Account (it's a confusing naming convention—we know)

Google Account - A Google account allows you to use the full suite of
Google services using a single login. If you have a Gmail account you
already have a Google Account.

Google Ads (non-manager) Account - A Google Ads account lets you
manage and create advertising campaigns on Google’s Advertising
network.

Google Ads Manager Account - A manager account is a Google Ads
account that lets you easily view and manage multiple Google Ads
accounts - including other manager accounts - from a single location.

(Source: Google)

This is how each of these will be represented in the diagrams below:

Google Ads
( , Mangger Account o Google Account ‘ Google Ads Account

1. Does your business manage multiple Google Ads Accounts?
a. NO - Create a simple Google Ads account following SOP 014 (web
version)

a.1 - Do you have employees, freelancers, or agencies that you
will need to grant access?
- NO (it'’s just you) - You don’t need user management—you
don’t need the rest of this SOP. This is how your account
structure will look like:


https://members.clickminded.com/sop/014/
https://members.clickminded.com/sop/014/

‘ Ad account #1

- YES (your team needs access to your ad account) - this is
how your account structure will look like:
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b. YES (you’re managing multiple ad accounts) - You’ll need to use at least
one Google Ads Manager account to manage all your Ad Accounts.

b.1 - Do you need to restrict your employees or teammates
access to specific Ad Accounts?
- NO (it's ok if every employee can access all Ad accounts in
my Ads Manager account) - Use a single Google Ads
Manager account with all the Google Ads Accounts your
business is managing.

This is how your structure will look like:



Ad Account #1

Manager

Account )
A  AdAccount #2

A Ad Account #3

Employees

- YES (I want to control which Ad accounts my employees or
teammates can have access to) - you will need to create a
“Master” Google Ads Manager account and group Ad
Accounts using “Siloed” Ads Manager Accounts.

This is how your account structure will look like:



( ) Google Ads ClickMinded

Manager Account ’ -~

o Google Account A"gzztj;t Agency Owner

RN RN
( Financial ’ E--- ( Generic h Agency Owner

: : i
: : :
1 ! i
_: .

Read-only Standard Email-only Standard Standard Email-only Read-only Standard
Access Access Access Access Access Access Access Access

Master Google Ads Manager Account - This Google Ads
Manager Account will tie all your other siloed Google Ads
Manager Accounts.

Account Group #1, #2, #3, #X - These Google Ads
Manager Accounts will group the accounts that will be
shared among the different team members/employees
working on them.
E.qg: Internal Employees, External Freelancers,
External Agencies—you will have to define what
makes sense for your specific case.



o
\ .\ Client A

Account
Group #1

N -

N\ ClientB

.\ Client C

Employees:

Use this template to design your own siloed structure.

Click here to edit this template according to your needs and
share it with your organization so everyone clearly
understands how Google Ads Accounts are structured.
(Remember: Click “File” — “Make a copy” to be able to edit)

Then, follow the next steps on this SOP to create your Ad
Manager accounts according to the structure you created.


https://members.clickminded.com/template/022/

O Creating a Google Ads Manager account

1. Open the Google Ads Manager account homepage, here.
2. Click “Create a manager account’;

GOOGLE ADS MANAGER ACCOUNTS

Manage all your
Google Ads
accounts from
one place

Previously known as My Client Center (MCC), manager
accounts can help you manage multiple accounts. With
a single login and dashboard, this online advertising

Mmanager can save you time with reporting, access

control, and consolidated billing /

Create a manager account

3. Enter your account name, billing country, time zone and currency:
Note: You won'’t be able to change the country, time zone, and currency later.


https://ads.google.com/home/tools/manager-accounts/

o Name your account: Any name will do, but bear in mind your clients or
teammates will see this name when you request access to their Ad
Accounts.

Confirm your business information

This information will be used to create your manager account. You can't change these settings later, so choose carefully.

Account display name

Primary use of the account

@ Manage other people’s accounts O Manage my accounts

[] Billing country

Mexico -

® Time zone

(GMT-06:00) Mexico City Time -
E3 Currency
Mexican Peso (MXN MXS) -
SUBMIT

4. Click “Submit”

5. You’re done. Click “Explore your account” to head to your ad account.



6.

Explore your account

Congrats! You're all done. \'\E .

Resources

a Download the mobile app @ Learn more Contact us
Manage ads while you're on the go Gel answers to your guestions Monday-Friday, $am - 6pm
Android app | 105 app Yisit the Help center 1800-816-341

That'’s it!

[J Request Access to a Google Ads Account from a Google
Ads Manager Account

g

&

Access given: Multiple available.

Typical scenario: An agency starts working with a client for the first time and
wants to access the client’s Google Ads account;

Who performs this action: The entity that wants access to the other’s Google
Ads account. (Typically this is the Agency that wants to request access to the
client’'s Google Ads account);

Inputs needed: You will need your client’s (if you are an agency) Customer ID
(or the Customer ID of whichever account you want to link to your Google Ads
Manager Account. If you don’t have it yet, request it from your client or whoever
is currently managing the Ad account that you want to link.

. Log into your Google Ads Manager account here.

On the sidebar, click “Accounts” — “+” —”Link Existing Account”


http://adwords.google.com
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3. On the text box enter the Customer ID of the account that you would like to link to
your Google Ads Manager account — Click “Send Request”;
a. Note: If you don’t have this ID, ask the account owner to locate it under
their account.
i. To locate the Google Ads Account Customer ID:
1. When logged into the Ad Account that you want to give
access to, you will find your Customer ID on the top right
corner of your dashboard:

‘ 585-726-8888 The Clien

Li@acithabouter

Last 14 days
28 Jul-10Aug 2018 « < >

Link existing accounts

Enter the customer IDs you want to link to your manager account

585-726-8888| 1

2

CANCEL


https://ads.google.com/

4. That’s it, you've just sent your access request, the owner of the account now has
30 days to accept your request before it expires;

Pending link requests

Customer ID Expiration date Actions

585-726-8888 Sep 10,2018 REVOKE

Once the owner of the account confirms your request, you'll find the account on
your “Accounts” section:

Accounts "
O e Account Account type
r .
The Client's Ad Account
0 e 585-726-8888 Google Ads
Fon Bt N ¥ 8

(Next Steps) Instructions for the invitee:
1. The invitee will receive an email prompting him to grant access to your
Google Ads Manager account:

Google Ads A manager account is requesting access to your Google Ads account - Sign

Note: If no email was received, click here, and jump to step 5
below.

2. Open the email, and click “Accept Request”:

To grant access, accapt the request.

ACCEPT REQUEST
3. There will be a new notification for an account access request
— 2
Q ub -
GO TO REPORTS TOOLS

© New account access request X

19:05


https://adwords.google.com/aw/accountaccess/managers

4. Click “View™

NOTIFICATIONS X

© New account access request

An account manager has requested access to
nt.

LEARN MORE  DISMISS

5. A request will be pending, click “Accept”:
Link request @

Manager Request received Actions

An Agency About Emojis

506-123-7777 11 Aug 2018 ACCEPT  DECLINE

6. Click “Grant Access”, and that’s it!

GRANT ACCESS

[J Grant access to your Google Ads Manager account to
employees or freelancers so they can work on the Ad
Accounts you manage

© Access given: Multiple access-levels.
o Important: All Google Ads accounts linked to that Google Ads Manager
account will be available to the added user at the selected access level.

© Typical scenario: An agency wants to assign an employee access to the
accounts that are managed by that Google Ads Manager account.

© Who performs this action: The person that wants to grant access.
o E.g: PPC Team leader grants access to the team’s MCC to a new member

of the team.

© Inputs needed: You will need your employee’s / teammate’s email address;



Log into your Google Ads Manager account here.
On the header click “Tools” — “Account Access”
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Google Merchant Center

Click the blue ‘+’ button — Insert the details of the person you want to invite to

your MCC — “Send Invitation”;

a. Note: If you are unsure about the kind of access you should refer to the
first chapter of this SOP, section “2) Google Ads Manager user access

levels”.

Invite others to access this account

After your invitee accepts the emailed invitation, they'll have access to this account, An Agency About
Emojis. If your invitee doesn't have a Google Account, they'll need to create one.

Access level 2
Standard + CJ

Email address

employee_emoji@asiteaboutemojis.com

CANCEL  SEND INVITATION

Your request will be pending until your invitee accepts it:

Pending invitations

Invited user Access level Date invited Status

employee_emoji@asiteaboutemojis.com  Standard Aug 16,2018 Awaiting response

Actions

REVOKE

Note: Once the person you invited accepts your invite you will see them

on your user list along with the assigned access level:


http://adwords.google.com

User T Last signed in Access level

emoji_ceo@asiteaboutemojis.com 16 Aug 2018 Admin

Iemployee,emoji@asiteaboutemojis.com 16 Aug 2018 Standard I

(Next Steps) Instructions for the invitee:
1. The invitee will receive an email prompting him to grant access to
your Google Ads Manager account:

Google Ads You received an invitation to access a Google Ads account - Sign in Sign in Access a

Note: If no email was received, click here, and jump to step v.
2. Open the email, and click “Accept Request”:

ACCEPT INVITATION

3. Click “Continue” to confirm your email address:

4. That’s it! Your Google Account now has access to that Manager
Account.

O Granting an Employee [ Freelancer access to your
Google Ads account

1. Assess if the person you want to grant access is using a Google Ads Manager
account or a simple Google Account.

a. If they are using a Google Ads Manager account: Ask that person to
follow the first chapter of this SOP: “Request Access to a Google Ads
Account from a Google Ads Manager Account”, and send them your
Customer ID as well.

To locate the Google Ads Account Customer ID:
i. ~ When logged in to the Ad Account that you want to give
access to, you will find your Customer ID on the top right
corner of your dashboard:



https://adwords.google.com/aw/accountaccess/managers
https://ads.google.com/

585-726-8888 The Client's Ad Acc
hi@acitkaboutemojis.com

Last 14 days
28 Jul-10Aug 2018 « < >

b. If they are using an individual Google Account: Proceed to step 2.

2. Log in to your Google Ads Manager account here.
3. On the header click “Tools” — “Access and security”

o m N @ 4

TOOLS &

SEARCH REPC SETTINGS
b 4 MEASU1 MENT f3 setuP
Conversions Business data
Google Analytics Policy manager

Attr;2' “tion * Access and security

Linked accounts
Preferences

Google Merchant
Center

4. Click the blue ‘+’ button — Insert the details of the person you want to invite
(typically your employee’s email address) — “Send Invitation”;
a. Note: If you are unsure about the kind of access you should provide.
Refer to the first chapter of this SOP, section “1) Google Ads Account
access levels”.


http://adwords.google.com

Invite others to access Tk= |

After your email invitation is accepted, they'll have access to ™u ™ " If they don't have a Google Account, they'll need to create one.

Learn more

Email :
employee@asiteaboutemojis.com

Select account access level O O O @ O

A hide detailed comparison Email only Billing Read only Standard Admin
View campaigns and use planning tools v v v
Edit campaigns v v
View billing information v v v v
Edit billing information v v v
View reports v 2 v v
Edit reports v v v
View users, managers, and pror’3‘inks v 4 v
Add email only users v v v
Edit users, managers ind product links v
SEND INVITATION CANCEL
5. Your request will be pending until your invitee accepts it:
Pending invitations
Invited user Access level Date invited Status Actions
employee_emoji@asiteaboutemojis.com  Standard Aug 16,2018 Awaiting response REVOKE

Note: Once the person you invited accepts your invite you will see them
on your user list along with the assigned access level:

User T Last signed in Access level

emoji_ceo@asiteaboutemojis.com 16 Aug 2018 Admin

employee_emoji@asiteaboutemojis.com 16 Aug 2018 Standard




(Next Steps) Instructions for the invitee:

5.

The invitee will receive an email prompting him to grant access to
your Google Ads Manager account:

Google Ads You received an invitation to access a Google Ads account - Sign in Sign in Access a

Note: If no email was received, click here, and jump to step v.
Open the email, and click “Accept Request”:

ACCEPT INVITATION

Click “Continue” to confirm your email address:

That’s it! Your Google Account now has access to that Manager
Account.

Revoking access to your Google Ads or Google Ads
Manager account

. Log in to your Google Ads account.
a. Note: Make sure you have user-management access level. You can check
the respective user-levels on the first chapter of this SOP.

. On the header click “Tools” — Account Access

a. Note: Alternatively you can click here.

REPOITS TooLs

% MEASUREMENT ] SETUP

B ™ "1

omw B 2

Account access
Linked accounts
Preferences

API Center


https://adwords.google.com/aw/accountaccess/managers
https://docs.google.com/document/d/1iCqkYmwF6lracdlSb4VWXOZS-FZE4JE48jLbuEewmY4/edit#bookmark=kix.vyzap3l7jldx
https://adwords.google.com/aw/accountaccess/users

3. On the top, select “Users” if you are removing an employee or partner that is not
using a Google Ads Manager account, or “Managers” if you are removing one
that is using a Google Ads Manager account.

a. Note: If you are unsure just check both tabs.

USERS (THIS ACCOUNT ONLY) ¥ MANAGERS

4. Locate the employee or partner that you want to remove — click “Remove

access”
user T Last signed-in Access level Actions
ceo@asiteaboutemojis.com Aug 20,2018 Admin
ex_employee@asiteaboutemojis.com Aug 16,2018 Standard REMOVE ACCESS

5. Confirm by clicking “Remove access” once again.

Remove access for
ex_employee@asiteaboutemojis.com?

This user won't be able to access this account, 526-323-8888

CANCEL § REMOVE ACCESS

6. That’s all!

© Unlinking a Google Ads or Google Ads Manager account
from your Google Ads Manager account

1. Log into your Google Ads Manager account.
a. Note: Make sure you have administrative access level. You can check the

respective user-levels on the first chapter of this SOP.

2. On the sidebar click “Accounts” — Click the “Management” tab — Locate and
‘tick’ the account you want to unlink — Click “Edit” — Click “Unlink”


https://adwords.google.com/
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3. Confirm by clicking “Unlink”:

Unlink selected accounts?

If you unlink selected accounts, those accounts will no longer be able to access the
manager account or any of its shared data. All active and pending budget orders
will remain enabled and ads will keep running. To stop running ads in this account,
end all the budgets before unlinking the accounts.

CANCEL | UNLINK

4. That’s it! You'll see a success message on the bottom of your screen:

1 account unlinked |



